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Abstract. Identity-based signatures (IBS) can be verified using the
signer identity information as the public key, and hence, there is no
need for certificate management that proves the corresponding public
key ownership. Unfortunately, none of the existing IBS schemes has
security proven as tight as the discrete logarithm (DL) problem, the
hardest problem in the cyclic group setting, under the standard EUF-
CMA security model. Recently, the introduction of proving security in
the algebraic group model (AGM), where the adversary’s computation is
algebraic, enables some ordinary signature schemes to be proven tightly
reducible under DL assumption and EUF-CMA. To date, however, it
remains unknown whether IBS schemes can also be proven as secure as
the DL problem in the AGM. Achieving tight security in IBS schemes
under standard EUF-CMA is challenging, due to the need to take extra
precautions against adaptive queries on user private keys by the adver-
sary. In this work, we show, for the first time, an IBS scheme with tight
security under DL assumption and EUF-CMA in the AGM. The scheme
features a minimal signature size of two group elements, with a reduction
loss factor of two.

Keywords: Identity-based signatures - Provable security - Tight
reduction + Algebraic group model

1 Introduction

Identity-Based Signature with the Ideal Security. Digital signature is one
of the main cryptographic primitives to enable authenticated electronic commu-
nications [15]. However, the public key infrastructure (PKI) is necessary to pro-
vide a certificate verifying the validity of the signer’s public key in practical use.
The notion of identity-based signatures (IBS) was introduced by Shamir [37],
where the signer’s identity, such as an ID number or email address, serves as the
public key, eliminating the need for a certificate verifying the signer’s authority.
Therefore, IBS can be publicly verified via the signer’s identity. The standard
security model for IBS, namely existential unforgeability against chosen identity-
and-message attacks (EUF-CMA) [5], guarantees that it’s impossible to forge a
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new signature on a unique message and identity pair, even if the attacker has
access to many user private keys and many signatures.

When proving the security of a cryptographic scheme, the security reduction
is tight if security loss L is a constant or a small number L > 1. Security loss
is an important factor when it comes to deciding the concrete size of the secu-
rity parameter of a scheme in practice because we must increase the size of the
security parameter so that it compensates for the security loss, unfortunately, it
degrades the scheme efficiency. On the other hand, the security of a scheme is
determined by the difficulty of the underlying problem. The harder the problem,
the stronger the security provided by the scheme. Considering the cyclic groups
setting, it is known that the discrete logarithm (DL) problem is the hardest one
because algorithms that can solve the DL problem can be used to solve the com-
putational Diffie-Hellman (CDH) problem and its variants [22,28]. Therefore,
schemes with ideal security, i.e., as secure as the DL problem in the standard
EUF-CMA security model, offer the strongest security assurance in the context
of cyclic groups.

There are several IBS schemes that have been proven secure under the EUF-
CMA security model and DL assumption [5,12,20,31] or CDH assumption and
its variants [3,13,23,27,33,34]. However, none of these schemes achieve the ideal
security, meaning their security cannot be tightly reduced to the DL problem
under EUF-CMA.

The Algebraic Group Model. The concept of the algebraic algorithm was
initially introduced by Boneh and Venkatesan in [9]. It has since been employed in
several studies, including those that aim to demonstrate impossibilities [1,9, 10,
14,21,26,32]. The formalization of the algebraic group model (AGM) was later
carried out by Fuchsbauer, Kiltz, and Loss in [16]. In the AGM, the security
of a scheme is proven through a security reduction that demonstrates how a
probabilistic polynomial-time (PPT) adversary can compromise the scheme, by
idealizing the adversary’s computations as algebraic, yielding representations
that describe how the output group element can be generated from received
group elements.

In the EUF-CMA security model, due to the algebraic nature of the adver-
sary’s forgeries and representations, some standard signature schemes such as
BLS [8] and Schnorr [36] can be reduced in the AGM with random oracles to
extract DL solutions with an overwhelming success probability. This has been
shown in works such as [16,17], respectively. On the other hand, variants of
secure signature schemes have been analyzed in the AGM |[2,4,24,25,30]. How-
ever, to date, the security of identity-based signatures (IBS) in the AGM has
not yet been studied. Hence, it is unknown whether the security of IBS schemes
can also be proven as tight as the DL problem in the AGM under EUF-CMA.

Challenge. It is not a trivial task to have tight security for IBS schemes, espe-
cially in the standard EUF-CMA security model, due to the adversary may
adaptively ask for user private keys during the query phase. Therefore, a major
challenge in achieving tight reduction for IBS under the DL assumption and
EUF-CMA is developing a reduction algorithm that can simultaneously (1)
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respond to user private key queries and (2) extract problem solutions based
on forged signatures. However, these two tasks are often conflicting, if the user
private key is simulated, the forged signature is often not reducible in security
reductions.

Existing reduction techniques [11,13,20,27,34] address the first challenge by
dividing the simulator’s handling of user identity and signature queries, resulting
in at least one target forgery with a non-simulatable user private key. If the
chosen identity of the forgery matches the target, the simulator can extract
the problem solution during the forgery phase, bypassing the second challenge.
However, this approach leads to a loose reduction due to the random selection
of the target identity and a security loss of at least ¢ query times.

1.1 Contribution

In this work, we show, for the first time, how to obtain a tightly secure IBS
scheme under DL assumption and EUF-CMA by adopting the algebraic adver-
sary. The contributions are summarized as follows.

We first present a new IBS scheme, named BLS-IBS, which is extended from
the ordinary BLS signature scheme [8] to the identity-based setting. This results
in signatures consisting of only two group elements. For example, let (p, g, G) be a
bilinear group tuple in prime order p with a generator g € G and ‘Hy,Hs :— G be
cryptographic hash functions. The signature o;p m = (O’EB - 0§213 m) on identity
and message pair (ID,m) is defined as 7 ’

O—ng),m = dID : Hz(m)r’ J§2D),m = g'f’
where d;p = H;1(ID)? is the user private key that can be obtained based on the
BLS signatures with master secret key x € Z,,.

To demonstrate that the security of the BLS-IBS scheme can be tightly
reduced to the DL problem, we propose a security reduction in the AGM that
addresses the two aforementioned challenges. Specifically,

— Our reduction can simulate any user private key, which enables the simula-
tor to respond to all user private key queries and signature queries without
aborting during the query phase of the EUF-CMA security game, regardless
of the identities that have been queried for signatures.

— It is possible to reduce any forgery, even if the private key of the forged identity
is simulatable. The algebraic adversary’s forgery and representations play a
crucial role in this reduction process, helping the simulator find a solution to
the problem.

It is also worth noting that the security analysis in the AGM of BLS-IBS is
more complex than that of ordinary BLS in the AGM due to the fact that the
adversary’s forgery and representations can be classified into several cases, rather
than just two cases. In particular, we design two indistinguishable simulations
in the AGM with random oracles that can simulate any user private key and
extract DL solution with at least half of the success probability, resulting in a
tight reduction with a loss factor of two.
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1.2 Other Related Work

IBS Schemes Under DL Assumption and EUF-CMA. The first secure
EUF-CMA IBS scheme under DL assumption, known as Beth-IBS, was derived
from Bellare et al.’s framework [5] transformed Beth’s identification scheme |[7]
to IBS. However, due to the lack of security analysis for the Beth-IBS scheme,
Galindo and Garcia [20] proposed a new IBS scheme based on the well-known
Schnorr signature [36] in the random oracle model [6], namely Schnorr-like IBS
scheme. The Schnorr-like IBS scheme is considered the most efficient IBS to date,
due to its pairing-free setting. Although its security was improved by Chatterjee
et al. [11], it is still loosely reduced to the DL problem due to the need for the
reset lemma [35], which has been proven that the resulting security loss must
suffer from the tightness barrier — the reduction loss cannot be tight [26].

IBS Schemes Under CDH Assumption. The first IBS scheme without ran-
dom oracles was proposed by Paterson and Schuldt [34], based on Waters’ signa-
tures [38], and secure under the EUF-CMA and CDH assumption. Narayan and
Parampalli [29] further improved the scheme by reducing the size of the public
parameters. Unfortunately, their security reductions are not tight and the com-
putation cost is high. Recently, Yi et al. [39] proposed a new IBS scheme with a
more efficient computation cost, but the reduction loss remains non-tight under
the CDH assumption.

Tightly Secure IBS Schemes Under the Strong Assumption and Weak
Security Model. Recently, Fukumitsu and Hasegawa [18,19] proposed enhance-
ments to the Galindo and Garcia’s Schnorr-like IBS [20] to design IBS schemes
with a tight security reduction. However, these two schemes are only proven
under a strong assumption, i.e., the decisional Diffie-Hellman assumption, and
in the weak-EUF-CMA security model [40], where the adversary is restricted
to asking for a user’s private key if the identity has already been requested for
signatures.

2 Preliminaries

2.1 Definition of Identity-Based Signatures
An identity-based signature (IBS) scheme consists of the following algorithms.

— Setup(1¥): A setup algorithm that generates the master public and secret key
pair (mpk, msk) when given the security parameters 1* as input.

— Extract(mpk, msk,ID): A user private key extraction algorithm that takes
as input the master public and secret key pair (mpk, msk) and a user identity
ID, and returns the user private key djp.

— Sign(mpk,d;p,m): An algorithm for generating a signature, which takes as
input the master public key mpk, user’s private key d;p and message m, and
outputs a signature orp .

— Verify(mpk,ID,m,0p m): An algorithm for verifying inputs (mpk, ID,m,
01D,m) Which outputs either 1 for acceptance or 0 for rejection.



A Tightly Secure IBS Scheme Under DL Assumption in AGM 203

Correctness. For any user identity I'D and user private key d;p that is gener-
ated based on the master public and secret key pair (mpk,msk), i.e., dip «—
Extract(mpk, msk, ID), signing a message m with d;p must return a correct
signature orp m < Sign(mpk,drp,m) that is valid on user ID, i.e., the verifi-
cation holds 1 « Verify(mpk, ID,m,c1p.m).

2.2 Security of EUF-CMA for IBS

The notion of existential unforgeability against chosen identity-and-message
attacks (EUF-CMA) [5] security model for IBS schemes is defined between a
challenger and an adversary as follows.

— Setup Phase: Let Ly be a set of extraction queries. The challenger runs
Setup algorithm to compute a master public and secret key pair (mpk, msk).
The challenger forwards mpk to the adversary.

— Query Phase: The adversary adaptively asks for user private keys d;p, on
any identity I.D; to the extraction oracle Og and signatures o;p, m, on any
identity and message pair (ID;,m;) to the signing oracle Og.

Extraction oracle Og(ID;): On input i-th query for ID;, it first checks
whether (ID;,-) € Lg exists. The challenger retrieves user private key
drp, if it finds (ID;,d;p,). Otherwise, the challenger calls Eztract(mpk,
msk,ID;) — djp, algorithm and stores (ID;,d;p,) to Lg. The chal-
lenger returns d;p,.

Signing oracle Og(ID;, m;): On input i-th query for (I.D;, m;), it first checks
and retrieves dyp, if (ID;,dip,) € Lg exists. If (ID;,dp,) ¢ Lg, the
challenger calls extraction algorithm Extract(mpk,msk,ID;) — dip,
and stores user private key (ID;,d;p,) to Lg. At the end, the challenger
calls signing algorithm Sign(mpk,drp,, m;) — 01D, m,;- The challenger
returns oyp, m,-

— Forgery Phase: The adversary returns a forged signature ojp« ,+ on a
chosen identity and message pair (ID*,m*). The adversary wins if the verifi-
cation holds Verify(mpk, ID*, m*, orp= m~) = 1, such that I D* has not been
queried to O and (ID*,m*) has not been queried to Og.

Definition 1. An IBS scheme is (€, e, qs,t)-secure in the EUF-CMA security
model if it is infeasible that any probabilistic polynomial-time adversary who runs
m t polynomial time and makes at most q. extraction queries and qs Signing
queries has an advantage at most € in winning the game, where € is a negligible
function of the input security parameter.

2.3 Bilinear Discrete Logarithm Problem

Let G,Gr be groups of prime order p with generator g € G. A bilinear map
e: G x G — Gr is defined in the pairing group setting. The discrete logarithm
(DL) problem is to compute a € Z,,, given a random group element g* € G.

Definition 2. The (e, t)-DL assumption holds in G if there is no probabilistic
polynomial-time adversary who runs in t polynomial time has an advantage at
most € to solve the DL problem in G.
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2.4 The Algebraic Algorithms

Fuchsbauer, Kiltz, and Loss [16] formalized the algebraic group model (AGM),
which considers the adversary’s computation as algebraic. The definition of the
algebraic algorithm is described as follows.

Definition 3. (Algebraic Algorithm, Definition 2.1 of [16]) Suppose the adver-
sary in the security game is algebraic, and it is given (Xg, X1, ..., X,,) € G"T!
group elements, such that Xg = g € G be the group generator. Whenever the
adversary outputs Z € G, it also attaches a representation vector [%] € Z;H,
where [TT] = (mo, M1, ..., Tn) € ZZ‘H, that indicates how Z is generated based on
received group elements, such that Z = [];_, X"

3 The BLS-IBS Scheme

The BLS-IBS scheme is extended based on the BLS signature [8] to the identity-
based setting. The scheme’s algorithms are defined as follows.

— Setup: On input security parameter 1*. Let G be the notion of groups, g € G
be the generator of group, p be the prime order, e : G x G — Gp be a bilinear
map, where Gr denotes the target group, and Hq, Hs : {0,1}* — G be two
cryptography hash functions. It selects x € Z7 and computes X = g*. The
master public and secret key pair (mpk, msk) is returned as

mpk:(gap7eaG7GT7HlaH2aX)a msk = .
— Extract: On input (mpk,msk) and user identity ID € {0,1}*. It calls
‘H1(ID) = Hrp € G and computes user private key d;p as
dip = (Hip)”".

— Sign: On input (mpk,drp,m). It calls Ho(m) = H,, € G and randomly
selects r € Zy. The signature orp m = (agg’m, Ug%’m) on (ID,m) is returned

as

O\ m = drp - (Hy)",

2
0—5[;,771 - gT'

— Verify: Oninput (mpk, ID,m,0rp,m), it checks whether or not the following
equation holds
e(03) r9) = €(Hip, X) - e(Hm, 03 ,)-

Correctness. Recall that X = g* is part of mpk. The scheme is correct if the valid-
ity of signature orp,m = (ngl%,m’ 0’§2[3’m) on identity and message pair (ID,m)

generated with user private key dyp holds.

e(0\D 1 9) = e(Hip, X) - e(Hu, 0\, )
e(Hy(ID)” - Ha(m)", g).
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4 Security Proof

In this section, we begin by presenting the high-level security proof for the BLS-
IBS scheme in the AGM with random oracles under EUF-CMA and DL assump-
tion. Then, we detail how we design two indistinguishable simulations that can
simulate any user private key. Afterwards, we classify the algebraic adversary’s
forgery and representations into several cases and show that the simulator can
extract for problem solution in any of them. Finally, we provide full security
proof.

High-Level. Given a DL problem instance tuple (g, g%*), we design two indis-
tinguishable simulations R1,R2, which control hash responses as the random
oracles. We set simulation R; to embed g® into master public key X and every
signature randomness ngl))hmi; or simulation Rs to embed ¢g* into every hash
responses Hrp,, Hy,, — including Hrp~, H,,,~. The simulation setup is detailed as
in Table 1, where all z, hrp,, him,, 1,3, V1,4, U2,5, V24, S, L3, 75 € Z;‘, are randomly
chosen. During the forgery phase, we classify the algebraic adversary’s forgery
and representations into several cases as illustrated in Fig. 1. By obtaining the
discrete logarithm of any of the embedded elements through forgery and repre-
sentations, we demonstrate that the DL problem solution can be found in either
simulation R4 or Ro.

Table 1. Simulations of the BLS-IBS scheme

Elements | Simulation Rq Simulation R2
X g 9"
Hip, ghIDi gaul,i-‘rvl,i
H'mi gh'rni gauz,i+v2,i
dID,', gahIDi gaul,inFUl,ifE
0_§1D) ga(hIDi+hmiSi>+hmiti ga(ul,iﬂc+u2,ﬂi)+m,iﬂc+112,in'
My
(2) as;+t; T
Orp;om; |9 g’

In the security of the BLS-IBS scheme, for some randomly chosen z,hrp,,
h,s T € L5, let X = g% Hyp, = ¢g"'?i, Hp,, = g™, and 0§2D)1:,mi = g"i. It is
easy to see every user private key d;p,, including that of the forged identity I D*,
is capable of being simulated in both simulations R; and Rs. As a result, our
simulator will not abort during the query phase of the EUF-CMA security game
as it is capable of responding to any user private key query or signature query.

During the forgery phase of the security game in the AGM and EUF-CMA
security model, the algebraic adversary returns a forged signature orp« y,» =

(aﬁg*m*, ngl))*,m*) = ((Hip+)*-(Hpn-)"", ¢"") on a chosen identity and message

-

pair (ID*, m*) and its representation vectors [@], [8] in Z,. Specifically, for some
randomness r* € Zy, forgery orp« m~ is defined as

(1) _ hID*:E-i-hm*?"* (2) _ T'*
O1D*m* = 9 o OIprm* =9 -
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And forgery orp~ m- can also be algebraically described with the corresponding
representation vectors [@], [8] in Z,, such that

1 dh1 qn2 Qe
0V e =g X [[(Hip, )22 [[(Hm ) ] (drp,)
) @)
H(UID* M ) (o) p- M )eer,
1
qh1 qh2 ge

0523*7171* :gﬂoXﬁl H(HIDi)ﬂz’i H(HmL)ﬁaz H(dIDi)ﬂ4’i
7 K3 7
qs
L1072 )™ @1 )
(]
where gy, is number of identity hash queries, ¢p, is number of message hash
queries, ¢. is number of extraction queries, and ¢, is number of signing queries.
Note that since the private keys of all users can be simulated, it is possible to
exclude signatures queries for (ID;,-) because the adversary can compute the
signatures themselves with the knowledge of the user private keys drp,, except
for dyp+ which the adversary is restricted to querying in the EUF-CMA security
model.
Using the above definitions, the simulator can derive the following two mod-
ular equations.

qh1 qh2
hip«x + hm1™ = a9 + TO0; + ZhIDiO‘Zi + Z hom 3.5+

7 (2

Qe qs
g hip,xou; + E (hip*x + by, 1) 0 i + 1064,
i i

dh1 qh2

r* = Fo+ab1 + Z hrp, B2, + Z P, B3+

qe ds
> hipaBui+ Y (hrp@ + han,7i)Bs. + 6.
i i
By rearranging with the term z and some r; € [¢4], they can be simplified as

qs
hID*x+hnL*T* = 1‘9+0A+ZT,LWO,” (1)

*

as
rt = acé—l—é—&—Zriwgi, (2)
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where 4,4, 0, é,wai,wﬁie Z,, are obtained from representation vectors [&], [ﬁ] in
Zyp and elements hip,, hrp=, hm,, hip~ in Z;. We defer the definition in the full
proof later. By using Eq. (1) and (2), we derive a new modular equation

2(hip + hm=6 — 0) + i: ri (hm*wﬁi - wai) =0 — hyp-0.

Because the algebraic adversary is adaptive, it is necessary to analyze all the
potential outcomes of their forgeries and representations. Figurel provides a
diagrammatic overview of how different cases are classified, and how either (x,r;)
or (hrp;, hm;, hip~, hm=) can be extracted in Z; through simulation R; or Ra.
Suppose adversary behaviours A, B, C,D, A, B, C, D, as described in Fig. 1, are
classified into condition Fi, Fs, such that F; : AVB and 7 : (AAB)A(CV
DV (CAD)). We see that all behaviours are captured, i.e. F; V Fp = 1.

Given a forgery ayp: > = (01%2 me 0,(32 m.) where
o,%?lmﬁ = ghm'x"’hm"rj = gx8+§+2riw,1i'
Ul(l?,m' — gr~ _ gx6+6+2rlmﬂl.
. : A:hip- + hyp§ — 6 # 0; or
The simulator obtains S » The simulator solves for either x or 7.
! B:3i € [qs]: hyy wpg, — wq, # 0
x(hip + hp 6 = 0) + Simulation R

> 5y (g — Wy ) =0 —hp 8 | "~ T T T T T T T e e e e e
(il o ) — Simulation R,

A:hjp- + hpp§ — 6 = 0; and

B : Vi€ [qs]: hprwp, — wg, =0

where
6=a+ E?ehmlm},i + E?’h,yaS,i
§=p1+ Z?Ehmﬁu + Z?Shw‘ﬁs,i

v
The simulator obtains
hip: (1 + 2 (e Bsi — as,i)) = C:1+3%(h
@y = ho By + Zfhyp, (g — B Bai)
And Vi € [qs],

m ------------------------------------------------ # The simulator solves for hyy-.

- The simulator solves for hyp-.

The simulator obtains
[ (5855 ) = =1+ Zas;

. It solves for h,y,- if Z?Sﬁsri # 0 holds.
C:1+ 2 (hm Bsi — as:) = 0; and Otherwise, 2 as; = 1 holds and it
D:Vi € [qs]: wp, =0 guarantees there exists at least one

"""""""""""""""""""""""""""""""" » non-zero as; # 0.
Besides, the simulator obtains for all

i € [gs],
|wal = Ry asi + ag; = 0

Therefore, there must exist at least one
solution to find .

Fig. 1. A diagrammatic representation of the security proof in the AGM

Based on the definition of simulations R1, Ro as defined in Table 1, we see
every element x,7;,hrp,, hm;, hip+, hm= has been implicitly embedded with
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unknown DL problem solution a, and known randomness s;, t;, %14, V1,4, U2,i, V2,4,
ui, vy, u3,v3 € Zy. It is easy to see they are perfectly hidden from the view of
the adversary, such that

T = a, Ti:asi—i-ti,

hip, = auy; + vi, Nm; = aug; + Va4,
* * * *

hrip+ = auj + vy, hm» = auy + v;.

Therefore, the simulator manages to extract DL solution a as long as it obtains
any of them =, 7;, hrp,, A, , R+, hm~ In Zy. The full proof is detailed as follows.

Theorem 1. Suppose hash functions Hi, Ha are random oracles. If the DL
problem is hard, the BLS-IBS scheme is secure against the EUF-CMA in the
AGM with random oracles with a loss factor of 2.

Proof. Suppose there exists an algebraic adversary who can (¢, g., ¢s, €)-break the
BLS-IBS scheme in the EUF-CMA model. We construct a simulator to solve the
DL problem. Given as input a problem instance (g, g*) over the pairing group
tuple PG = (p,g,¢,G,Gr), the simulator controls the random oracles Hi, Ho
and runs the algebraic adversary in a randomly chosen simulation R; or Rq
under condition F; and F3, respectively.

Simulation R;: Suppose the algebraic adversary returns forgery on (ID*, m*)
under condition Fi, given the DL problem instance g%, the simulation is pro-
grammed by embedding g to master public key X and every queried signature
element 0§2D)*,mi = g"¢ as follows.
Setup. The simulator sets X = ¢g*. The master public key is returned mpk =
(9,p,¢,G,Gp, H1, Ha, X).
Hash Query. At the beginning, the simulator prepares two empty sets L1, Lo
to record all hash queries and responses as follows.
H1(IDy): On an i-th random oracle query (ID;). If (ID;, Hrp,, hip,) € Ly,
the simulator responds to this query following the record. Otherwise, the
simulator randomly selects h;p, € Z, and sets

hip,
HIDi =g 1D

It programs Hi(ID;) = Hp, and stores (IDy, Hp,,hrp,) into L.
The simulator returns Hy(ID;) = Hyp,.

Ha(m;): On an i-th random oracle query (m;). If (my, Hpn,, hm,) € L2, the
simulator responds to this query following the record. Otherwise, the
simulator randomly selects h,,, € Z, and sets

It programs Ha(m;) = H,,, and stores (m;, Hy,,, hy,) into Lya. The
simulator returns Ha(m;) = Hpp,.
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Query. The adversary makes extraction queries and signing queries in this phase.
The simulator prepares an empty set Lg to record all queries and responses
as follows.

Og(ID;): On an i-th extraction query (ID;), the simulator checks whether
(ID;,drp,) € Lg exits. If there is, the simulator retrieves user private
key drp, which is based the definition as follows. Otherwise, it calls
Hi(ID;) — Hp, = g"'Pi, retrieves hyp, from Ly, and sets

drp, = (g*)"Ps.

The simulator stores (ID;,d;p,) into Lg. The user private key d;p, is
returned.

Correctness. It is easy to see drp, is a valid user private key, such that
drp, = (9°)"1P¢ = Hi(ID;)".

Os(ID;, m;): On an i-th signing query (ID;,m;). It checks whether (ID;,
drp,) € Lg. It calls Og(ID;) — d;p, to generate fresh user private key
if it does not exist. Otherwise, it retrieves dyp, from Lg. The simulator

calls Ho(m;) — H,,, = g"mi and retrieves h,,, from Ly, randomly

( (1) (2)

chooses s;,t; € Zp, and sets signature orp, m;, = UIDi,mi,UIDi’mi) as

follows. Let r; = as; + t;,

(1) _ alhrp,+sihm,) tihm,
O1Dm, =9 (hip;+si ml)g ihm;

(2) _ T . as;+t;
O-ID,hmi — a— g 7 i,

Correctness. We see 01p,.m, is a valid signature on (ID;, m;), such that
(1) _ a(hip,+sihm,) tihm,
91D;ym; = 9 ‘ g

ahID.

= g %
=dip, - Ha(ms)".

hom, (asi+t;
g (as )

Forgery. Assume the forgery is returned under condition F;. The algebraic
adversary returns a forged signature orps m+ = (J§B*7m*,a§2,j)*,m*) on a
chosen identity and message pair (ID*,m*) following the definition, such

that for some r* € Z,,

1 *\ T *\T*
0D e = (HY)*(H3)

hrp*x+hp*r*

=49 )

(2) _
91p*m* = 9 -
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-

It also attaches together with some representation vectors [&], [3] in Z,,, such
that
[O{] = (aOa aq, a2,17 e )a2,qh1 ) 0&3)1, e aa3,qh27 044)1,
5 04.4.,951,° ,A5,49,,Q6,1, " " VaG’QS)7

[/6] = (/60761762,1; e aﬂZ,thaﬂS,la T 7634];1,2764,17
: 754,%7%,1, e 7/6)5,(15766,17 e 7ﬂ6,(15)7

which indicates how the forgery being algebraically computed, i.e.,

qh1 dh2

1 « @ a9 4 a3z 4
05D e =g X [[(Hip)* [ (Hm,)*
de qs

ay g 1 as 2 ag g
[T [T ) (05 pe )

@ @
@ dh1 9h2
OB e =" X [ (Hip, )2 T [ ()™
i i
de ds

i 1 i 2 i
[T TT(of D ) (0D ) e

@ @

Note that we omit signature query for any Og(ID;, ) as the adversary may
obtain d;p, < Og(ID;) from the extraction oracle and sign the signature
by itself. In order to simplify the above definition, let wo, = hm, a5, + as i,

and wg, = hum, B5,5 + Bo.i
Qe Qs 4h1 qnh2
0=a;+ E hip, o + E hip~as;, 0 =ag+ E hrip,og; + E Rom; 03,4,
i i i i
qh1 qn2

qe qs
§=P1+Y hipfai+ Y hipBsis 0=P00+> hipBoi+ D umBss

Based on above definition, it is easy to see orp« m+ = (J§ID)* m*,aggD)* )
can be simply written as follows, such that

(1) _ x0+0+ ) (2) b6 i (wy
O'ID*’m* =g Zz Z(UJoc,,)7 UID*,m* =g EI 1( ﬁ,L)’

which yields the following two modular equations

qs
hip=T + hppr™ = 20 + 0 + Zriwa“
i

*

4
rt = x5+3+2riwgi.

7
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Therefore, given the forgery and representation vectors, the simulator
obtains the following modular equation by substituting r*, such that

s
2(hip= + hipe 0 = 0) + Y 1i(hmewg, — wa,) =0 = b0

7

Abort. The simulator aborts if A : hyp« + hy«6 —6 = 0 and B : Vi €
[qs) : hm*ws, — wa, = 0 hold.

Otherwise, based on above simulation definitions, where z = a and Vi € [gs] :
r; = as; +t;, the simulator can solve for a under condition F; : AV B, such
that behaviour A : hyp+« + hp+d —0 # 0 or B : 3i € [¢5] : hpprwg, — wa,; # 0
holds. We can find a by computing

0 = hn=0 + % ti(Wa, — hm-ws,)
a= ) :
hips + hin+6 — 0 + 328 si(hpwp, — wa,)

Success Probability of R;. There is no abort in the simulation as the sim-
ulator manages to respond to every extraction and signing query. By condition
F1, the simulator must obtain reducible forgery and representation as either
A:hipr+hpd—60#0o0r B: ng Si(hm=wg; —wq,) # 0 must hold. In partic-
ular, the success probability Pr[Success|R1] to extract the DL solution in R is
based condition Fj, hence Pr[Success|R;] is described as follows.

Pr[Success|R1] = Pr[Success|F]

— Pr[A VB

= 1— (Pr[A] A Pr[B])
3

T4

Simulation Ro: Suppose the algebraic adversary returns forgery on (ID*, m*)
under condition F», the simulation is programmed by embedding the DL problem
instance g to each hash query H;p,, Hp,,, including Hrp~, Hy,«.

Setup. The simulator randomly chooses x € Z, and sets X = g*. The master
public key is returned mpk = (g, p, e, G, Gr, H1, Ha, X).
Hash Query. The simulator prepares two empty sets Ly, Lys to record all
queries and responses.
H1(ID;): On an i-th random oracle query (ID;). If (ID;, Hip,,u1,,01,) €
L1, the simulator responds to this query following the record. Other-
wise, the simulator randomly selects u; ;,v1,; € Z, and sets

auy i +v1,4

Hip, =y

It programs Hi(ID;) = Hp, and stores (ID;, Hip,,u1,:,v1,) into L.
The simulator returns Hy(ID;) = Hyp,.
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Ha(m;): On an i-th random oracle query (m;). If (m;, Hy,,, u2:,v2,;) € Lo,
the simulator responds to this query following the record. Otherwise, the
simulator randomly selects us ;,v2; € Z, and sets

Hmi — gau2,i+v2,i.

It programs Ho(m;) = Hy,, and stores (m;, Hp,,, U4, V2,;) into Lyo. The
simulator returns Ha(m;) = Hp,.

Query. Similar to the definition of R, the adversary makes extraction queries
and signing queries in this phase. The simulator prepares an empty set Lg
to record all queries and responses as follows.

Og(ID;): On an i-th extraction query (ID;), the simulator checks whether
(ID;,drp,) € Lg exists. If there is, the simulator retrieves user private
key drp, which is based the definition as follows. Otherwise, it calls
Hi(ID;) — Hip, = ¢g**“+iT"i and retrieves u ;,v1; € Z, from Ly,
and sets dyp, = g*“1.i¥+tv1.:% The simulator stores (I D;,d;p,) into Lg.
The user private key d;p, is returned.

Correctness. It is easy to see drp, is a valid user private key, such that
dID' — gaulyiw-l-vl,ix

Og(ID;,m;): On an i-th signing query (ID;,m;). It checks whether (ID;,
drp,) € Lg. It calls Og(ID;) — d;p, to generate fresh user private
key if it does not exist. Otherwise, it retrieves drp,. The simulator calls
Ha(m;) = Hyp,, = g*“2i7¥2 and retrieves ug ;, vo; from Ly, randomly

( (1) (2)

chooses 1; € Zp, and sets signature o1p,m; = (07p. 1n,s 01D, m,) 8

follows

0.(1) _ qa(zuy i+riug ) ,@vlidrivs
ID;m; — g )

(2) _
OID;m; — g"

Correctness. It is easy to verify orp, m, is a valid signature, such that

0.(1) _ ca(zuy i+riug ;) 201, +1riv2;
ID; m; — g

=g
=drp, - Ha(m;)"

w(aul,1‘,+U1,1‘,)g7‘i(au2,i+vz,i)

Forgery. Assume the forgery is returned under condition F5. The algebraic
adversary returns a forged signature orps m+« = (Ugg* *,aﬁj)*mﬂ) on a
chosen identity and message pair (ID*,m*) along with ‘the representation

vectors [a], [§] in Z, following the definition as in R;. Let

e qs qs

e
ge _ ga1 (HIDi)OuL,i H(HID*)as'ia gé _ gﬂl H(HIDi)@L'i H(HID*)ﬂs,i’

gUi = (I{mi)cxrnigom7 gUsi = (Hmi)ﬁs,ngﬁe,q‘,_
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Abort. The simulator aborts if e(Hrp-,g) e(Hpu~,9°%) # e(g,g?) holds
and there exist some i € [g;], such that e(H,,~, ¢“% ) # e(g, g*=).

Based on above simulation definitions, where Vi € [gn1] : hip, = au1; +v1;
and Vi € [gn2] : hm;, = auz; + va2,, the simuator can solve for a under
condition 7> : (AAB) A (CVDV (CAD)) in the following three cases. It
is worth noting that due to behaviour A A B, the simulator must obtains
following two equations

K: hID* +hm*5:9 (3)
B : Vi€ [gs]: hmws, = wa, (4)

The simulator runs Case 1 if 1 # g [[7((Hy,+)? - g=%5) holds.

Case 1: (A A B) A C). The simulator obtains Eq. (3): hyip«+ hpy+d = 0
where 0 = oy + Y7 hyp,ou; + >0 hip-as; and 6 = By + D7 hyp,Ba; +
ng hID* ﬁS,i; which ylelds

hip« (1 4+ X (hmB5,i — as,)) =
a1 — hm+B1 + X hip, (Qa; — R~ Bai).-
Based on the definition of simulation Rg, the simulator checks if 3i € [g.] :

Ba,i # 0 or X 35 ; # 0 hold. The simulator manages to derive the following
modular quadratic equation

a’?A+ad + A" =0,

such that A, A’, A” in Z, can be defined as follows, which are computed
based on all chosen randomness w1 i, v1,i, U2 4, V2,4, U7, v, u3, v3 € Z; by the

simulator and received representation vectors [&], [5] in Z,,

A = Xluzuy ifa; + X uzuiPs i,
A" =l 4+ uif 4+ Zi(uhvr,iBa; + viua e — Ut ;)
+ X (usv] Bs i + v3uiBs i — uias i),
A" =vf + 0301 —aq + Xvy (0364, — aag)

+ X vy (v3 05,0 — as.)-

The simulator can find at most two solutions ag or a; by solving the above
modular quadratic equation. It can test for the correct solution via the given
DL problem instance g* = g®° or g% = g*'.

Suppose the simulator obtains Vi € [g.] : B4; = 0 and X35 ; = 0 which
implicitly sets A = 0. In this case, the simulator solves for a by computing

v+ usB — o + Tvni(—ou) + D vi(—as,i)
uf +usf + Xl (—urou) + D (—ufass)
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Due to behaviour C : 1 4 X (hy,«fB5; — as;) # 0 holds, even though
X165 ; = 0 is set, it ensures that X7* a5 ; # 1. While value u} remains per-
fectly hidden due to random oracles, such that hrp+ = au] + v; is implicitly
set, the adversary has no advantage to reproduce uj if X% a5 ; # 1 holds.
Therefore, the simulator must be able to find a as the success probability of
setting uf + u3f1 + X (—uy0u,) + X (—ujas ;) = 0 is negligible.
Otherwise, the simulator runs Case 2 if there exists at least one ¢ in [g;]
that HEo" - gfei £ 1.

Case 2: (A AB) A D). The simulator retrieves Eq. (4):Vi € [gs] : him-ws, =
Wa,;, Where wy, = hm,as5; + as; and wg, = hp,Bs5; + B6,:. Due to the
definition of simulation Rq, if 3i € [¢5]85,; # 0 holds, the simulator must
obtain at least one modular quadratic equation

a2 +aN + )N =0,
where A\, X', A" in Z, are computable by the simulator, such as

A = ujus2,ifs,;
N = ub(va,iBs5,i + Bo.i) + u2,i(v3P5: — as ;)

N =03 (02,05, + Bo,i) — V2,i05,; — Q.-

The simulator can find at most two solutions ag or a; by solving the above
modular quadratic equation. It can test for the correct solution via the given
DL problem instance g* = g*° or g* = ¢g“*. Suppose the simulator obtains
Vi € [gs] : B5,; = 0, which implicitly sets A = 0. The simulator can solve for
a by computing

_ v3(Bi) —v2,i05,i — 06,
us(B6,i) + u2,i(—as,;)

Due to behaviour D : 3 € [¢5] : wg, = hm,B5: + Bs,; # 0 holds, even
though Vi € [¢s] : 05 = 0 is set, it ensures that there exists at least one
Be,i # 0. Again, value u3 is perfectly hidden due to the random oracles, such
that h,,» = au3 + v is implicitly set, the adversary has no advantage to
reproduce u5. Therefore, the simulator must be able to find a as the success
probability to set Vi € [qs] : v5(06,:) — v2,i05,; — g, = 0 is negligible.
Otherwise, behaviours C AD must hold, and they yield following new equa-
tions

as s
C: Ry Zﬁg)’i =—-1+ ZO&E,’Z‘ (5)
D:Vi€[g):wa, = hm,05,; +ag; =0 (6)

The simulator runs Case 3.
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Case 3: (AAB) A (CAD). The simulator checks if Y7 35 ; # 0 holds. Due
to the definition of simulation R, the simulator retrieves Eq. (5):h,« ZZS
Bs: = —14 3.7 as,; and solves for a by computing

g “LH 2 (a5 —v305,)
us Y8 Bsi

Otherwise, Y ¥ 35 ; # 0 yields that > 7* a5 ; = 1, which implies there exists
at least one non-zero a5 ; # 0 in [gs]. Recall that the simulator still obtains
Eq. (6):Vi € [gs] : Wa; = hm, 5,5 + 6, = 0. Therefore, there is at least one
solution to find a by computing

_ Ot U205,

U2 ;05 4

Success Probability of R5. There is no abort in the simulation as the sim-
ulator manages to respond to every extraction and signing query. By condi-
tion F, where the simulator obtains Eq. (3) and (4) due to behaviour A A B,
L+ 3% (hm= 05, — as,) # 0 due to behaviour C, Ji € [gs] : Y7° 85, # 0 due to
behaviour D, and Eq. (5) and (6) due to behaviour C A D, the simulator must
obtain reducible forgery and representation as defined in either cases, which
ensures solving for ¢ with an overwhelming success probability. In particular,
the success probability Pr[Success|R2] to extract the DL solution in Ry is based
condition F3, hence Pr[Success| R3] is described as follows.

Pr[Success| R3] = Pr[Success|Fz)
= Pr[Case 1] + Pr[Case 2] + Pr[Case 3]
1

4

Indistinguishable Simulations. According to both simulations Ri, Rs, the
simulations are correct due to the correctness of every simulated user private key
and signature holds. In addition, the simulator sets all elements with perfectly
hidden randomness. For example, master public key X = ¢*, hash responses
Hip, = g™ri H,, = g"mi, signature randomnesses Jﬁ%i m; = g"". They are,
respectively, simulated as

a, hIDm hmi7 as; + t’L : Rl

T, aui;+vig, aUg;+v;, T o Ra
where a,hip,, b, Si, iy @, 14,010, U2,4, V24,7 € Zy, are all randomly chosen;
therefore, all elements look random and independent from the point of view of
the adversary.

Reduction Loss. The concrete security is calculated based on the success prob-
ability of the two simulations. Since the two simulations are indistinguishable,
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the simulator randomly selects u € {0, 1} and runs either one of the simulations.
We describe the success probability of extracting the DL solution as follows.

Pr[Success| = Pr[Success|R1]Pr[u = 0] + Pr[Success|R2|Pr[n = 1]
3.1 1.1 1
1535 =3

The given forgery and representations can be reducible in either one of the
simulations under the condition F; or F, with overwhelming success probability.
Therefore, the success probability to extract DL problem solution is at least %,
which concludes that the security loss of the BLS-IBS scheme under EUF-CMA
and DL assumption is 2.

This completes the proof of Theorem 1. O

5 Conclusion

In this work, we achieved a breakthrough by demonstrating tight security for
IBS in the AGM. In particular, we established the security of the BLS-IBS
scheme, which is derived from BLS signatures, under the DL assumption and
EUF-CMA with random oracles in the AGM. Our security proof involves two
simulations that can simulate any user private key and signature. Although the
forgery and representations by the algebraic adversary were classified into several
cases, we were able to capture them with either of the two simulations, resulting
in a reduction loss of two. The research outcome of this paper provides valuable
insight into achieving tight security for IBS in the AGM.

Further research could examine the possibility of a pairing-free IBS scheme
that provides ideal security. The Schnorr-like IBS by Galindo and Garcia is
currently the most efficient IBS without pairing, however, we identified that its
security cannot be proven tight even in the AGM as it is unable to both respond
to private key queries and extract the problem solution from any forgery in a
simulation.

Acknowledgement. We would like to thank the anonymous reviewers for their
constructive comments. Fuchun Guo was supported by ARC Future Fellowship
(FT220100046).
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